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Publication scope. This paper presents a systems architecture and evaluation
framework. It is a conceptual technical contribution and does not report completed
clinical validation, regulatory approval, or implementation-specific proof that any
implementation prevents all provider-side retention or inference-time disclosure.

Abstract

Longitudinal artificial-intelligence systems benefit from persistent memory, yet
persistence changes the privacy and security model of the application: conversational
history, health records, preferences, and inferred attributes can become durable state
held by an Al service or its memory layer. Recent work has demonstrated that agent
memory can be a direct target for extraction attacks, while personal-data-store and
local-first research has argued for architectures in which the individual, rather than the
application provider, remains the authoritative custodian of personal data. This paper
proposes Non-Custodial Al Memory (NCAM), a local-first architecture in which
persistent personal state resides in a user-controlled data substrate and is made
available to a fresh Al session only through a consent-gated Local Context Broker. The
broker authenticates the user, evaluates purpose and scope, resolves only authorized
objects, constructs a minimum-necessary session context view, and issues ephemeral
read authority bound to a session identifier and expiration. Persistent updates are not
written directly by the model: the Al proposes changes that cross a separate write-back
gate, where user or policy approval, provenance, versioning, and audit controls are
applied. The architecture therefore separates four functions that are often collapsed in
contemporary agent systems: storage, authorization, context construction, and
inference. We define security invariants, a threat model, a formal grant structure, and
measurable evaluation criteria including Context Exposure Ratio, Ambient Authority
Ratio, Fresh-Session Reconstruction Fidelity, Provenance Coverage, and Revocation



Enforcement Latency. The approach is particularly relevant to health and genomic Al,
where data is longitudinal, highly identifying, and useful across many models and care
contexts. NCAM does not eliminate inference-time disclosure to a remote model; rather,
it changes persistent custody from a model-centric default into a user-controlled,
purpose-bound systems decision.

Keywords: local-first software; Al agent memory; personal data stores; health Al,
genomic privacy; dynamic consent; zero trust; provenance; least privilege; user-
controlled storage

Core contribution

Persistent personal truth is not the Al model’'s memory. It is a user-controlled data asset. The
model receives an authorized session view of that asset, and persistence requires a separate
governed write transaction.

1. Introduction

Large language model (LLM) products increasingly use cross-session memory to
improve personalization and continuity. That design is operationally attractive, but it also
creates a new high-value repository: a persistent, queryable representation of a person.
Wang et al. demonstrated black-box memory extraction attacks against representative
LLM agents, establishing that agent memory is itself an attack surface rather than a
benign convenience [14]. Emerging 2026 literature similarly frames long-term agent
memory as a lifecycle-governance problem spanning write, storage, retrieval, execution,
sharing, and forgetting [15].

The privacy problem is amplified in health. A longitudinal health Al may need medical
records, laboratory data, medications, family history, wearable observations, genomic
files, user goals, and prior interpretations. These data are valuable precisely because
they compound over time. A conventional design therefore tends to make the Al
application’s account database or vector store the authoritative state of the person. This
couples continuity to the vendor that stores the memory.

A different architecture is possible. Local-first software reverses the normal cloud
hierarchy: the user-controlled copy is authoritative and remote infrastructure, when
used, is secondary [2]. Personal Data Store (PDS) research extends this principle to
sensitive personal information, explicitly targeting individual control over collection,
storage, management, and sharing [3-5]. Dynamic-consent research adds the notion
that authorization must be revisable over time and capable of traveling with the data or
its permitted uses [7-9].

This paper composes those lines of work around a specific Al systems problem:
preserving longitudinal personalization without making model-provider memory the
canonical repository of the person. It extends the non-custodial identity and genomic-
consent thesis introduced in an earlier Enigma Genetics technical note [1] from
biological identity into Al context continuity.



2. Problem Definition and Design Objective

The target system should allow a user to start a new Al conversation, authenticate,
authorize access to a user-selected directory or personal data store, reconstruct a high-
fidelity current profile, use only the information required for the task, and end the
session without requiring the Al provider to maintain the authoritative longitudinal
record.

The design objective is therefore not “zero data leaves the device.” That stronger
property is achievable only with local inference or suitable confidential-computing
arrangements. The objective is narrower and more operationally useful: eliminate
provider-controlled persistent personal state as a required dependency, reduce
disclosure to task-relevant context, and make every persistent update an explicit
governed operation.

2.1 Architectural properties

e User authority: the user selects the persistent storage location and can move, back
up, disconnect, or replace it without migrating an Al vendor account.

¢ Fresh-session semantics: each Al session begins without relying on vendor-managed
longitudinal memory as authoritative truth.

e Purpose-bound hydration: personal data is retrieved only after authentication and
consent for a defined purpose, scope, duration, and action set.

¢ |Least disclosure: the model receives a session view rather than ambient access to
the complete personal corpus.

e Separate write authority: model output cannot silently become persistent truth.

¢ Provenance: material facts and derived profile elements retain source and version
lineage.

e Model portability: the same persistent personal state can hydrate different model
runtimes without rewriting the underlying profile.

¢ Fail-closed behavior: ambiguous identity, scope, consent, source integrity, or write
authority results in denial rather than permissive fallback.

3. Related Work

3.1 Local-first software and data ownership

Kleppmann et al. define local-first software as software that treats the local copy as
primary rather than merely a cache subordinate to the server. Their seven ideals include
offline operation, longevity, security and privacy, and ultimate user ownership and
control [2]. NCAM borrows the authority inversion but applies it to Al memory: the
persistent personal substrate is primary; model context is a derived, temporary view.

3.2 Personal data stores and personal health data spaces

PDS literature describes architectures in which individuals collect, control, store, and
manage personal data rather than surrendering that function to each service provider
[3]. Health-specific work argues that PDS ecosystems can provide meaningful control,
visibility, and selective sharing across care and research contexts [4]. The



openPDS/SafeAnswers work further demonstrates an important architectural idea:
services can receive computed answers rather than unrestricted high-dimensional
source data, converting part of the privacy problem into a constrained security interface
[5]. More recent personal health data-space reference architectures similarly center
data-subject control and continuity of care [17].

3.3 Dynamic consent

Kaye et al. describe dynamic consent as a personalized digital interface through which
individuals can tailor and modify consent choices over time, with consent preferences
associated with data as it is reused [7]. A decade of experience in the CHRIS study
provides evidence that granular, revisable consent is operationally feasible in
longitudinal research, while also highlighting communication and usability as central
implementation issues [8]. ConsentChain demonstrates machine-readable consent
elements and limited-access tokens in a genomic-sharing architecture [9]. NCAM
applies these principles to Al context retrieval and persistence.

3.4 Agent memory privacy

Cross-session memory improves continuity but creates persistence, statefulness, and
propagation risks. The ACL 2025 MEXTRA work shows that private information stored
in agent memory can be extracted through adversarial prompting [14]. A 2026 security
survey argues that durable memory requires lifecycle governance anchored in
provenance, versioning, retention, rollback, and policy rather than defenses applied only
at retrieval time [15]. Very recent privacy-aware memory research likewise emphasizes
selective retrieval of exact private values only when task requirements and consent
justify exposure [16]. These results support an architectural separation between
persistent user state and model runtime memory.

3.5 Zero trust, least privilege, and delegated authority

NIST Zero Trust Architecture rejects implicit trust based on network location and
emphasizes continuous authentication, authorization, and minimum access to resources
[10]. The NIST Privacy Framework further identifies selective disclosure, local
processing, decentralization, authorization, deletion, and data-minimizing audit as
privacy-engineering controls [11]. Macaroons show how delegated credentials can be
attenuated by caveats that constrain where, when, by whom, and for what purpose a
request is authorized [12]. NCAM uses the same design logic for session-bound file and
object access.

3.6 Provenance

W3C PROV defines interoperable concepts for entities, activities, agents, derivation,
and responsibility [13]. In NCAM, provenance is not ancillary metadata: it is required to
distinguish source records from Al-generated interpretations and to prevent
unsupported session output from silently becoming the next session’s truth.
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Figure 1. Reference architecture for Non-Custodial Al Memory. Persistent user state
remains outside the model runtime; a Local Context Broker creates an authorized,
session-specific view.

4. System Model

NCAM separates the system into six logical components. Implementations may
combine components physically, but their trust roles should remain distinct.

COMPONENT RESPONSIBILITY

User | principal Authenticates, declares intent, grants or denies
access, approves material persistent changes.

Personal Data Substrate (PDS) User-selected persistent storage: local disk,
encrypted external storage, NAS, user-controlled
cloud drive, Solid-style pod, or equivalent. Holds
canonical profile plus source objects.

Local Context Broker (LCB) Trusted intermediary that authenticates requests,
evaluates grants, resolves objects, filters/minimizes
data, builds session context, and mediates writes.

Consent / policy engine Represents purpose, object scope, permitted
operations, time limits, revocation state, and optional
sensitivity constraints.

Al session runtime Receives the hydrated context view, reasons over it,
and produces answers or proposed updates. It is not
the authoritative memory store.



COMPONENT RESPONSIBILITY

Provenance /| audit layer Records source hashes, profile versions, grant
references, material derivations, approved writes,
revocations, and session receipts.

4.1 Persistent data model

A practical substrate should not be a single opaque “memory file.” It should distinguish
authoritative source objects from derived operating state. A minimal layout can contain:

¢ profile.json or profile.md - current user-confirmed facts, preferences, goals, active
medications, important conditions, care-team context, and unresolved questions;

¢ manifest.json - object identifiers, paths, MIME types, hashes, sensitivity labels, dates,
and provenance links;

e sources/ - raw or normalized records such as FHIR bundles, PDFs, laboratory
exports, genomics files, wearable summaries, and user-authored notes;

e derived/ - Al-generated summaries and analyses explicitly marked as derived, with
source references and model/version metadata;

¢ policies/ - consent grants, revocations, purpose restrictions, retention policies, and
sharing rules;

e audit/ - append-oriented receipts for reads, writes, profile updates, and policy
changes.

Healthcare interoperability is improved when source material is normalized into
standard resource structures where practical. HL7 FHIR R4 provides normative REST,
JSON/XML, terminology, and key Patient and Observation resources that can act as
one interchange layer without dictating the user’s physical storage location [20].

4.2 Grant structure
For a session o, the broker issues or internally evaluates a grant Go with at least the
following fields:

Go = (subject, session_id, object_scope, operations, purpose, issued_at, expires_at,
nonce, policy_version)

The grant is intentionally narrower than an account login. Authentication answers “who
is this?”; the session grant answers “what may this specific session do, to which objects,
for what purpose, and until when?”

4.3 Context hydration

The Local Context Broker creates a context view Ho(q) for a query or session objective
g. The broker should minimize the material released across the inference boundary
while preserving sufficient evidence for the requested task:

Hao(q) = Filter( Resolve(object_scope), purpose=q, policy=Ga,
minimum_necessary=True )



In a low-risk workflow, Ho may contain only the compact profile plus a few relevant
recent records. In a complex genomic or longitudinal analysis, the authorized view may
be much larger. The architectural requirement is not an arbitrary token cap; it is that
scope is explicit and the model cannot silently widen it.

4.4 Write-back transaction

Read continuity and persistent memory formation must be separated. The model may
propose an update AS, but the broker should not treat the proposal as authoritative. A
persistent write becomes eligible only after validation and approval:

Commit(AS) only if Approve(subject/policy, AS) N Provenance(AS) A ValidSchema(AS)

This prevents prompt injection, model error, transient user statements, or mistaken
inferences from automatically contaminating future sessions. High-risk fields can require
stronger rules than low-risk preferences; for example, a medication change inferred
from conversational text should not overwrite a verified medication list without explicit
confirmation or a trusted source.

CONSENT-GATED CONTEXT HYDRATION (CGCH)
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Read authority is ephemeral. Write authority is separate. The persistent profile remains outside the model runtime.

Figure 2. Consent-Gated Context Hydration (CGCH). Each session receives ephemeral
read authority; persistent modification crosses a distinct approval and provenance
boundary.

5. Consent-Gated Context Hydration Protocol

1. Fresh session creation. The application creates a new session identifier and does
not preload vendor-managed longitudinal memory as authoritative profile state.

2. Authentication. The user authenticates to the Local Context Broker using the
implementation’s chosen identity mechanism.



3. Intent declaration. The application states the requested purpose, e.g., appointment
preparation, medication review, record explanation, genomic interpretation, or
general profile Q&A.

4. Scope presentation and consent. The broker presents the data categories or
objects required and obtains a grant that is purpose-, action-, and time-bounded.

5. Object resolution. The broker resolves only objects within the grant and checks
path boundaries, hashes/version state, sensitivity labels, and revocation rules.

6. Local preprocessing. Where feasible, parsing, de-identification, summarization,
feature extraction, or query planning occurs locally so that raw data need not cross
the inference boundary unnecessarily.

7. Context construction. The broker assembles a session context view with profile
facts, source excerpts or structured observations, provenance references, and
explicit uncertainty or missing-data indicators.

8. Inference. The Al runtime receives the view and performs the requested reasoning.
It has no independent authority to enumerate the user’s storage substrate.

9. Proposed persistence. If the session produces a material fact, preference,
correction, or derived summary worth retaining, it is emitted as a structured
proposed change rather than written directly.

10. Write authorization and commit. The user or policy engine approves, rejects,
edits, or defers the proposed change. Approved changes are versioned, linked to
sources, and recorded in the audit layer.

11. Termination. Session capabilities expire; temporary context is cleared according
to runtime policy; the next session reconstructs state from the user-controlled
substrate.

6. Security and Governance Invariants

I1 - Custody independence: Longitudinal continuity must remain possible if the model
provider, application vendor, or inference model changes.

12 - No ambient file authority: The model runtime cannot freely enumerate or traverse
the user’s data substrate.

I3 - Session binding: Every data grant is bound to a session or explicitly defined
reusable delegation, with expiration and revocation semantics.

14 - Purpose limitation: Authorization for one workflow does not implicitly authorize
unrelated uses.

I5 - Minimum necessary disclosure: The broker should expose only the context
required for the approved task, with local preprocessing preferred when it reduces
disclosure without destroying utility.

16 - Read/write separation: Read authority does not imply write authority. Persistent
changes require a separate decision path.

I7 - Provenance before persistence: Material derived state must retain source
lineage, derivation type, and version metadata before becoming future context.



I8 - Human or policy confirmation for high-impact state: Clinical, identity, financial,
legal, or other high-risk persistent facts require stronger admission rules than low-risk

conversational preferences.

19 - Revocation enforcement: Revoked or expired grants must fail closed at the
broker, regardless of prior session success.

110 - Honest inference boundary: If a remote model receives plaintext context, the
architecture must not claim that the provider never saw that context. Custody separation
is not equivalent to confidential inference.

7. Threat Model

The architecture assumes that the user intentionally authorizes some data processing. It
aims to reduce persistent exposure and unauthorized authority, not to make authorized
computation magically data-free.

THREAT

Memory extraction from the Al layer

Over-broad connector access

Prompt-driven write poisoning

Confused deputy

Stale profile state

Provider retention outside the
memory feature

Local device compromise

Availability / loss

FAILURE MODE

A malicious or manipulated prompt
elicits stored private information.

An intermediary or plugin can read
substantially more than the current task
requires.

A malicious record or model output
persists false facts into future sessions.

An authorized app uses its authority on
behalf of an unauthorized request.

Old facts are repeatedly rehydrated after
newer evidence exists.

A remote inference provider retains
prompts or logs under its own
operational policy.

Malware or a stolen unlocked device
reads local health files.

User-controlled local data is deleted,
corrupted, or inaccessible.

PRIMARY MITIGATION

Do not use provider memory as the
canonical store; hydrate session-specific
views; minimize scope; expire authority.

Object-scoped grants; path confinement;
explicit purpose; least privilege; local
query planning.

Separate write gate; provenance;
schema validation; source ranking;
confirmation for material changes.

Bind capability to subject, session,
purpose, action, object scope, nonce,
and expiration.

Versioning; supersession links; current-
state profile separated from source
history; contradiction checks.

Use zero-retention/enterprise controls
where available, confidential inference,
or local models; do not overclaim
architecture-level prevention.

OS/device encryption, secure
enclave/key store, access control,
backups, endpoint security; residual risk
remains.

Encrypted backups, replicated user-
controlled copies, integrity hashes,
recovery plans; local-first ownership
carries operational responsibility.



8. Architectural Comparison

MODEL

Provider-native
persistent agent
memory

Cloud RAG +
vendor vector
database

Local-only LLM +
local files

Personal Data
Store | Solid-style
application

NCAM | CGCH
(this work)

CANONICAL
CUSTODY

Provider/service

Application vendor

User

User / chosen pod

User / chosen
substrate

PERSISTENT
PROVIDER
EXPOSURE

High

High

None

Low-Med

Task-bounded

USER CONTROL

Low-Med

Medium

High

High

High

9. Evaluation Framework

Validation of NCAM requires evaluation as a systems architecture, not only by chatbot
answer quality. A suitable experiment starts each trial with a fresh model session,
reconstructs state from a controlled personal corpus, and measures both utility and
authority boundaries.

METRIC

Context Exposure Ratio (CER)

Ambient Authority Ratio (AAR)

Fresh-Session Reconstruction Fidelity (FSRF)

MODEL
PORTABILITY

Provider dependent

Medium

High

High

High

WRITE
GOVERNANCE

Often implicit

Application
controlled

Local application
controlled

Explicit
authorization

Separate read and
write grants

DEFINITION / INTERPRETATION

NOTES

High continuity;
creates
concentrated
persistent memory
attack surface.

Good retrieval;
canonical state still
vendor-custodial.

Strong custody;
may limit model
capability, device
support, and
interoperability.

Strong data
agency; not
inherently an Al-
memory
governance
protocol.

Composes local-
first custody,
dynamic
authorization,
provenance, and
fresh-session Al
hydration.

Amount of user data crossing the inference boundary
divided by the eligible corpus size for that session.
Lower is generally better at equal task quality.

Objects/actions technically reachable by the runtime
but not required by the declared task divided by total

reachable authority. Target: near zero.

Validated required profile facts correctly recovered

after a new session divided by the expected facts
required for the benchmark task.



METRIC

Provenance Coverage (PC)

Revocation Enforcement Latency (REL)

Unauthorized Persistence Rate (UPR)

Hydration Latency

Cross-Model Portability

9.1 Validation protocol

DEFINITION / INTERPRETATION

Material persistent facts or derived assertions with
resolvable source lineage divided by total material
persistent facts/assertions.

Elapsed time between revocation and denial of
subsequent unauthorized access attempts.

Unapproved model-generated changes that appear
in later fresh sessions divided by all proposed
persistent changes. Target: zero.

Time from successful consent to availability of the
task-ready context view; reported by corpus size and
storage medium.

Difference in reconstruction fidelity when the same
user substrate is hydrated into multiple model
families under equivalent context budgets.

1. Construct a synthetic or fully consented longitudinal health corpus containing
structured records, PDFs, medication changes, conflicting observations, and genomic

artifacts.

2. Define benchmark tasks with a known minimum evidence set and known profile

truth.

3. Run each task under (a) provider-native persistent memory, (b) cloud RAG, and (c)
NCAM fresh-session hydration where technically comparable.

4. Measure task accuracy, CER, AAR, FSRF, PC, REL, UPR, hydration latency, and

cost.

5. Inject adversarial documents and prompt attempts intended to widen read scope or

force persistent false writes.

6. Revoke selected grants mid-experiment and verify fail-closed behavior.

7. Repeat across at least three model families to test whether persistent personal state
is genuinely model-portable rather than implicitly encoded for one provider.

This paper does not report numerical security or performance claims for NCAM. Such
claims require execution of this protocol or an equivalent independent evaluation. The
metrics are included to make the architecture falsifiable and to define the evidence

required for implementation-specific claims.



10. Application to Longitudinal Health and Genomic Al

Health is a high-value test domain because longitudinal usefulness and privacy
pressure grow together. Personal health records have long been conceived as more
than static repositories: they combine data, knowledge, and tools around the individual
[6]. Modern personal health data-space research similarly emphasizes continuity,
accessibility, and individual control [17].

Genomics raises the stakes further. Genetic data is durable, identifying, and capable of
revealing information about relatives; re-identification and attribute-inference risks have
been extensively documented [18]. WHO guidance published in 2024 emphasizes
ethical governance, privacy, transparency, and responsible access across the genomic
data lifecycle [19]. A non-custodial memory architecture is therefore especially relevant
when an Al system uses both genomic evidence and longitudinal clinical context.

A practical health implementation can use the user-controlled folder as a portable
health-state directory. On session start, the broker reads a compact current profile,
identifies the specific source records necessary for the question, normalizes structured
observations where feasible, and exposes evidence to the Al only after the user
authorizes the purpose. A new clinician-preparation session tomorrow can reconstruct
the same current state without relying on yesterday’s model conversation as the record
of truth.

For genomic interpretation, the broker may authorize specific variant files or
precomputed genomic features while keeping unrelated raw sequence inaccessible.
Where exact variants are necessary, the architecture should disclose them deliberately
and log their use. Where a lower-dimensional answer is sufficient, openPDS-style “safe
answer” patterns provide a useful precedent for computing locally and sharing only the
needed result [5].

11. Implementation Profile

The architecture is storage- and model-agnostic, but an initial implementation can be
deliberately simple. A user chooses a folder on a local device or user-controlled drive.
The application stores only enough account metadata to authenticate and locate the
user-approved substrate; the health profile itself remains in that substrate. The broker is
responsible for file resolution and policy enforcement, not the LLM.

11.1 Minimum viable implementation

e User-selected root directory with a deterministic manifest and canonical current-
profile file.

¢ OS or drive authorization that scopes the application to that root rather than the
user’s entire filesystem.

¢ Session IDs and short-lived access grants.

e Local parsers for profile files and common health formats; FHIR R4 JSON support for
interoperable structured records [20].

¢ Retrieval planner that selects candidate evidence before remote inference.



Structured context envelope containing provenance IDs and sensitivity tags.
Structured proposed-write envelope; no direct free-text persistence.

User-visible review for material profile changes.

Append-oriented local audit records and cryptographic hashes for source/version
integrity.

¢ Provider configuration that minimizes request retention where available; optional local
or confidential inference for higher-sensitivity workflows.

11.2 Stronger implementation

A hardened implementation can add hardware-backed device keys, signed manifests,
attested broker execution, encrypted object stores, capability credentials with caveats,
provenance receipts, remote-drive replication, offline operation, confidential inference,
and eventually local semantic indexes. These mechanisms strengthen the design but
are not prerequisites for the architectural separation itself.

12. Limitations and Open Questions

¢ Inference-time exposure remains. If plaintext personal context is sent to a remote
model, that provider can technically observe the transmitted context subject to its

security and retention controls. NCAM limits persistent custody and scope; it does not

by itself provide confidential inference.

¢ Endpoint compromise remains material. User-controlled storage shifts authority
toward the user but also makes device security, backups, ransomware protection,
and recovery first-class requirements.

e Consent UX can become burdensome. Dynamic consent literature shows that
granular control must be paired with usable communication and sensible defaults;
asking for approval on every trivial read can produce fatigue [7,8].

e Minimum-necessary context selection is itself an intelligent systems problem. Over-
minimization harms answer quality; under-minimization increases disclosure.
Retrieval policies should therefore be measurable rather than assumed.

¢ Persistent derived summaries can encode sensitive inferences even if raw source
data is not stored in them. Sensitivity labels and provenance must apply to derived
artifacts as well as raw files.

¢ Cross-device synchronization introduces conflict, availability, and key-management
problems familiar from local-first systems [2].

¢ Provider APIs differ in logging, retention, tool-call behavior, and enterprise privacy
guarantees. Runtime configuration is part of the threat model and must be disclosed.

¢ Clinical safety requires a separate validation layer. A secure memory architecture
does not establish diagnostic accuracy, clinical utility, or regulatory status.

13. Contribution and Novelty

The contribution of NCAM is compositional rather than the invention of any single
primitive. Local-first data authority, personal data stores, dynamic consent, least-
privilege capabilities, provenance, and Al retrieval systems all predate this paper. The



contribution of this work is their composition around a specific separation of concerns
for longitudinal Al:

e Persistent personal state is defined as a user-controlled data substrate rather than as
an internal feature of the Al agent.

e Every fresh session obtains a temporary context view through explicit authorization
rather than inheriting an opaque account memory.

¢ The intermediary is a security principal and policy enforcement point, not just a
retrieval library.

¢ Read hydration and memory write-back are modeled as distinct authorization
transactions.

¢ Al-generated persistent state is treated as a governed derived artifact with
provenance, not as automatic truth.

e System evaluation includes authority and privacy metrics in addition to response
quality.

This composition creates a testable architecture for “Al that knows the person” without

requiring the Al provider to be the durable custodian of the person.

14. Conclusion

Longitudinal Al does not require longitudinal provider custody. The key systems move is
to separate the persistence layer from the reasoning layer. In Non-Custodial Al Memory,
the person’s data substrate persists; the Al session is disposable. A broker
authenticates the user, evaluates consent, constructs a scoped context view, and
expires that authority at session end. Any new “memory” must cross a distinct write gate
with provenance and approval before it can influence future sessions.

For health and genomic Al, this inversion is consequential. It preserves continuity while
reducing dependence on centralized agent memory, creates an enforceable point for
consent and minimum-necessary disclosure, improves model portability, and makes the
evolution of personal state auditable. It also draws a hard line around claims: local-first
custody is not the same as local inference, and no security architecture substitutes for
endpoint security, clinical validation, or transparent provider retention controls.

Empirical validation remains the appropriate next stage. The architecture can be tested
against a controlled longitudinal corpus and compared with conventional persistent-
memory and cloud-RAG designs using the metrics defined in this paper. If it cannot
reconstruct the user’s state accurately, constrain ambient authority, enforce revocation,
and prevent unauthorized persistence, then the design has failed. If it can, it establishes
a practical path toward personalized Al in which continuity belongs to the individual
rather than the model vendor.
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Appendix A. Example Session Context Envelope

The following conceptual structure illustrates the boundary between persistent state and
a model-visible session view. It is intentionally implementation-neutral.

{
"session id": "uuid",
"purpose": "appointment preparation",
"grant": {
"objects": ["profile.current", "labs.last 12 months", "medications.active"],
"operations": ["read"],
"expires at": "2026-08-20T18:30:00Z"
}I
"profile view": { "...": "minimum task-relevant facts" },
"evidence": [
{"object id": "lab-2026-07-14", "source hash": "...", "excerpt": "..."}
]I
"constraints": {
"no_persistent write": true,
"uncertainty required": true,
"source citation required": true
}
}

Appendix B. Example Proposed Write Envelope

{
"proposal id": "uuid",
"target": "profile.current.medications",
"operation": "propose update",
"candidate value": "...",
"basis": ["source-object-id", "conversation-turn-id"],
"confidence": "candidate",
"requires user confirmation": true,
"model": "provider/model/version",
"status": "pending"



	Abstract
	1. Introduction
	2. Problem Definition and Design Objective
	2.1 Architectural properties

	3. Related Work
	3.1 Local-first software and data ownership
	3.2 Personal data stores and personal health data spaces
	3.3 Dynamic consent
	3.4 Agent memory privacy
	3.5 Zero trust, least privilege, and delegated authority
	3.6 Provenance

	4. System Model
	4.1 Persistent data model
	4.2 Grant structure
	4.3 Context hydration
	4.4 Write-back transaction

	5. Consent-Gated Context Hydration Protocol
	6. Security and Governance Invariants
	7. Threat Model
	8. Architectural Comparison
	9. Evaluation Framework
	9.1 Validation protocol

	10. Application to Longitudinal Health and Genomic AI
	11. Implementation Profile
	11.1 Minimum viable implementation
	11.2 Stronger implementation

	12. Limitations and Open Questions
	13. Contribution and Novelty
	14. Conclusion
	15. Publication Declarations
	References
	Appendix A. Example Session Context Envelope
	Appendix B. Example Proposed Write Envelope

